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whoami
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• Security Researcher/Reverse Engineer 
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Agenda
Part 1: Essential Info for Hardware Hacking

Part 1: 

1. An introduction, including definitions of important terms 

2. Methodology and motivations for reverse engineering embedded 
devices 

3. An overview of electrical engineering fundamentals necessary to 
understand serial communication on an embedded device.  

4. An overview of serial communication protocols 



Agenda
Part 2: The Starving Artist’s Guide to Building a Hardware Hacking Lab

Part 2: 

Creating your hardware hacking lab and reverse engineering toolkit 



Agenda
Part 3: Let’s break some stuff!

• Part 3: Proof of Concept: Foscam surveillance camera 

• An overview of hardware hacking techniques 

 a. Definitions and illustrations of hardware 

 b. Identifying test points 

 c. Soldering 

 d. Dumping contents of serial flash chips 

 e. Patching contents of serial flash chips 

• Conclusion 

• References



Motivations

• Having the security of your 
organization compromised 
because no one patched the 
firmware on the Smart Fridge 
in the break room is not a cute 
look!!

Why learn about hardware hacking and embedded 
device security?

“Patching your firmware — is 
always in style.” 



Motivations
Why learn about hardware hacking and embedded device security?

• Having the security of your organization compromised because no one 
patched the firmware on the Smart Fridge in the break room is not a cute 
look!! 

• Learn how to create Mr. Robot-esque art installations using an IoT art 
botnet



Reverse Engineering Methodology
General Overview

1. Reconnaissance / research — reading data sheets for the device, as well as data sheets for 
specific hardware components on the device PCB 

1. Compile relevant related research on the device, including current CVEs, research 
papers or talks  

2. Identification of access points for the device, including JTAG, SPI, and UART 

3. Serial console setup and analysis 

4. Obtain firmware image  

5. Static and dynamic analysis of firmware image  

6. Identification of vulnerabilities on the device  

7. Exploit development



Reverse Engineering Methodology
(but make it Euclidean)

Identifying 
areas of 

interest on 
PCB for  UART, 
SPI, JTAG, etc

Initial 
Reconnaissance /

Research on 
device

Serial Console 
Setup and Initial 

Analysis

Obtain firmware 
image

Firmware Analysis
Identify Vulnerabilities 

Exploit Development 



Presentation Format



Circuit Schematic 
Symbols:  

A Rosetta Stone 



Circuit Schematic 
Continued:  
Logic Gates 
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Embedded devices



Embedded device 

A computer, in miniature 



Foscam F19821W 

Firmware version:  
1.11.1.16



Foscam F19821W 

A handy sticker with our 
default admin credentials



Foscam F19821W 

Opening up the device



Foscam F19821W 

PCB of Foscam



Unique features/challenges of hacking embedded 
devices 

1. It’s headless - need to set up a serial console to see terminal during 
important processes 

2. It runs an architecture that will not be x86. I learned ARM assembly and 
have been working primarily with devices that run on that architecture 

throughout my work on this project. There is also MIPS, PowerPC, others 



Firmware



Firmware 

Intermediary piece of software that serves as the interface between software/
hardware 

Similar to an OS kernel 



Foscam F19821W 

obtaining the firmware: 
directly from vendor 

website



Foscam F19821W 

file FI9821A_app_ver1.11.1.16.bin 

output from file command indicates that the firmware image is encrypted with openssl



Foscam F19821W 

binwalk -v FI9821A_app_ver1.11.1.16.bin 

binwalk also tells us that the file is encrypted with openssl



Foscam F19821W 

Firmware decryption script for 
Foscam firmware images 

mcw0 Github



Foscam F19821W 

Firmware decryption script for Foscam 
firmware images 

list of potential decryption keys 

mcw0 Github



Foscam F19821W 

decrypted firmware image contents



Foscam F19821W 

strings in the FirmwareUpgrade binary reveal that the decryption command is hardcoded, 
along with key 



Foscam F19821W 

FirmwareConfig.xml 

Tells us that we only have one partition 
of the device, have to extract firmware 
to directly from chip to explore further



Foscam F19821W 

boot.sh



Foscam F19821W 

boot.sh continued



Foscam F19821W 

decompressed app.tar 
archive



Foscam F19821W 

contents of /bin/ dir
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Integrated Circuits 



Processor Candidate 

Find data sheet for specified 
chip, identify architecture 

etc.



Processor candidates, 
opposite side of PCB 

Identified Processor chip: 
H1358



Flash chip candidates 

Find associated data sheets for 
part number, cross reference 

with other device specs



Flash chip candidates, 
opposite side of PCB 

Identified Flash Chip: 
MX25L12835F 



Datasheets 

MP1484 
Voltage Regulator



Datasheets 

MX25L12835F



Datasheets 

MX25L12835F 
Serial Flash



Simplified View of 
Communication 

between two computers 



UART headers 

Typically 4 pins in a row



Reverse Engineering Methodology
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UART 



UART 

Universal Asynchronous 
Receiver/Transmitter 

3 pins: 
TX 
RX 

GND



TTL  
(Transistor-Transistor 

Logic) 



Serial Console 



Serial Console 

The serial console uses a serial port 
connection to access a computer, 
allowing a user to interact with a 

device and issue commands through 
a terminal emulator  



Serial Console 

Serial terminal programs include (but are not limited 
to): minicom, cutecom, screen, Putty, etc. 

setup command for minicom:  
sudo minicom -s 

(pictured to the right) 

Enter configuration settings for the following:  
baud rate, frame size, parity, start/stop bits 

8N1 is a fairly common configuration for frame size, 
parity, and start/stop bits



SPI 



SPI

Serial Peripheral Interface 

4 pins: 
CS (Chip Select) 

CLK (Clock) 
MISO/DO (Master In/Slave Out, Data Output) 

MOSI/DI (Master Out/Slave In, Data Input) 
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Lab Materials



Essentials



Jumper Wires 

M/M, M/F, F/F 
Variety for myriad uses



Header pins 

Pitch on pins that you use 
should match the pitch of 

pins on the board



Serial-to-USB 
Converter 

Serial-to-TTL adapter with 
3.3V and 5V settings



Multimeter 

For testing continuity 
between points, verifying 

pins 



Soldering Materials



Soldering Iron 

Temperature-controlled, to 
adjust for different types of 

solder



Soldering Iron Stand 

For supporting the soldering 
iron



Flux 

Heraclitus <3



Solder 

Leaded or lead-free

Soldering wick 

a copper vacuum for excess 
solder



Miscellaneous items for soldering workbench

• Kitchen sponge or brass sponge 

• Razor or straight edge 

• Isopropyl alcohol 

• A workbench 

• Silicon baking sheets 

• A vice grip or a Helping Hands™



Safety Items

• Safety glasses 

• A mask 

• A small fan 

• An open window, or a suitable 
outdoor/semi-outdoor space, i.e. 
a garage



Extra Credit!!



Bus pirate 

Interfaces for many of your 
favorite serial communication 

protocols: JTAG, SPI, UART, I2C, 
etc.



Raspberry Pi 

Provides a stable environment for running utilities like flashrom 

Also a good environment for reverse engineering ARM binaries without the need for an 
emulator like QEMU 

Extra Extra credit if you run your Raspberry Pi with the Kali re4son kernel! 
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Confirm UART headers 

• Confirm TX, RX, GND and 
VCC pins 

• Confirm voltage reading 
on pins matches specs 

• Test with serial console



Drawing identified 
components and 
traces on the PCB 



Drawing identified 
components and 
traces on the PCB 



Connect to pins on 
Flash Chip 

• Confirm pinout of chip (CS, SO, 
WP, GND, VCC, RESET, CLK and 

SI pins) 
• Solder wires to SO, SI, CLK, CS 

pins 
• Attach wires to test clips on Bus 

Pirate



dump firmware from flash chip with flashrom 
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